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PRIVACY NOTICE – APPLICANTS AND STUDENTS  

City College Norwich (“the College”) processes personal data about its applicants and students and is a 
‘data controller’ in respect of this for the purposes of the Data Protection Act 1998.  It is registered under 
the Data Protection Act 1998 as Norwich City College of Further and Higher Education.  By signing the 
application or enrolment form you give your consent, and where necessary, your explicit consent to the 
College holding and processing for all relevant purposes all data that is held concerning you.  You also 
consent to the College providing this information to other organisations for the purposes of college and 
student funding, examinations and other assessments and awards, careers and other guidance, 
statistical analysis, research and administration, and for processing and analysis in connection with these 
purposes. 
 

Personal Data Collected by the College 
 

The College collects the following types of personal data about students: 
 

 Your identification and contact details, e.g. name, address; 

 Characteristics including gender and ethnic group* information1; 

 Previous educational establishment and qualifications on entry, 

 Information relating to health*, medical conditions* and special educational needs* where relevant to  
learning needs, access to sites and facilities, and/or pastoral care; 

 Your photograph, CCTV footage, images taken at events  

 Your Unique Learner Number for enrolment for exams and qualifications records 

 Next of Kin information e.g. contact details 

 Employer information where students are sponsored or apprenticed. 

 Financial information relevant to your fees and/or funding; 

1 For Higher Education students only, characteristics also include gender reassignment, religious 
believe and sexual orientation 

 

Purposes for data processing by the College 
 

• Record and progress applications to the College including the provision of advice and guidance 
• Enrolment at the College and to set up the Student record; 
• Planning and delivery of teaching and appropriate support; 
• Monitor and report on student academic progress and attendance 
• Provide appropriate pastoral care to support students in accessing and engaging with education; 
• Obtain funding for the College to carry out its activities; 
• Process orders and payments; 
• Assess how well the College as a whole is doing; and 
• Undertake statistical analysis of demand; 
• In relation to the student’s image: 

- Generate the student card for reasons of identification and security  
- Link the image to email messages to help staff and other students know from whom they may 

receive internal messages (This option is only activated by the student)  
- For organisational functioning in relation to group and course management 
- For assessment purposes (including internal and external verification) 

• Fulfil the College’s legal obligations, including complying with audit and inspection obligations. 
 

* Sensitive Personal Data 
 

Information marked * above is defined as sensitive personal data under the Data Protection Act 1998 and 
is subject to greater accountability of its collection and use. We collect and manage this data as follows: 

 Ethnicity – we are required by law to request this information for statistical purposes and for 
monitoring of equality of opportunity. You can refuse to provide this information and it is not shared or 
disclosed in any way that identifies an individual, unless you give your consent. 

 Health, medical conditions & special educational needs and disability - we request this information for 
the purposes of safety, responding to medical incidents including emergencies, and to ensure all 
students have equal opportunity and accessibility to education and learning experiences. You can 
refuse to provide this information: please be aware that choosing to withhold such information will 
significantly undermine our ability to provide appropriate health and safety support and response. We 
will require your consent to share this information with persons or organisations that can offer 
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support, assessment and treatment. We may share this information without your consent if you need 
emergency medical treatment. 

 Allegations, investigations and outcomes of criminal offences - in limited circumstances we may 
record such information when students are involved as offenders or victims/witnesses in order to 
provide educational and pastoral support to those students, or for investigation/insurance purposes 
when the offence involves College premises, or if the offence leads to the exclusion of the student. 
We may need to share such information without your consent for purposes of child protection 
referrals, police investigations, and mandatory reports to the local authority regarding exclusions. 

 Gender reassignment, Religious beliefs and Sexual orientation – for Higher Education only, we are 
required by the Higher Education Statistics Agency (HESA) to request this information for statistical 
purposes and for monitoring of equality of opportunity. You can refuse to provide this information and 
it is not shared or disclosed in any way that identifies an individual, unless you give your consent. 

 

All sensitive personal data is held as part of the Student Record with restricted access. Some information 
may be held separately by staff with specific responsibilities in supporting students with special needs, 
safeguarding, first aid, and those in charge of field trips.  
 

Sharing of your personal data from the College 
 

The College engages Norfolk Educational Services Limited (NES) to undertake the provision of all 
non-teaching activity and this means that your information, including sensitive personal information is 
processed by NES.  Non-teaching activity includes the processing of enquiries, admissions, enrolments 
and examinations administration of the Library Service, IT Services, processing purchases and 
payments, and maintaining education records. 
 

From time to time the College is required to pass on your personal data to the Skills Funding Agency 
(SFA) and the Education Funding Agency (EFA) and the Learning Records Service (LRS) through 
which other organisations may request access to your achievement information, the Department for 
Education (DfE) and the Department for Business, Innovation and Skills (DBIS), the Higher 
Education Statistics Agency (HESA), the Higher Education Funding Council for England (HEFCE), 
Ofsted, educational institutions and organisations performing research and statistical work on behalf of 
the SFA and EFA or their partners, Local Authorities (including in relation to the September 
Guarantee), examination boards and awarding bodies including the University of East Anglia, the 
Health Professions Council (HPC), other funding bodies, auditors and, for those in receipt of benefits, 
the Department of Work and Pensions (DWP).  As well as sending information to Ofqual (which is the 
exams and qualifications regulator in England and Northern Ireland) the College may also provide 
information to the Welsh Government (which is the exams and qualifications regulator in Wales).  In 
some cases, personal data may be provided to such organisations as those above through agencies 
acting on their behalf.  The College may also pass on some of this data to UCAS, the Student Loan 
Company, employment agencies and prospective employers in respect of reference requests for 
students, and debt recovery agencies acting on behalf of the College.  All these parties in receipt of 
your personal (and/or sensitive personal) information will receive the data as a data controller of the data 
they receive and will therefore be subject to the same legal constraints as the College, under the Data 
Protection Act 1998, in how they deal with your data.   
 

The College may provide information about application progress, attendance and progress, 
achievements and other relevant matters to parents (with access rights) and carers of applicants and 
students under the age of 18 years, and to sponsoring employers or schools of students of any age.  
For sponsoring employers, with the explicit consent of the student, access to the e-ILP may be made 
available.  
 

For Higher Education graduating Students, the College may wish to communicate with schools to let 
them know of their previous students’ success and consent for this will be sought prior to graduation. 
 

The College may make other transfers of your personal and sensitive personal data. Any such transfers 
will only be made as required or otherwise permitted by law. 
 

These transfers are in order that the College can liaise with these other agencies and properly provide 
the education services to you and obtain funding for your attendance as required and for funding bodies 
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to receive proper details in return to ensure funding is justified and to allow analysis of current funding 
and improvement of the services provided by the College in the future. 
 

In the provision of its Library service, the College shares resources with City Academy Norwich and 
Wayland Academy Norfolk in order to provide a wider range of resource and this means that limited 
personal information is shared by library staff at both the College and City Academy Norwich. 
 

Local Authority Youth Services Information only – Section 72 of the Education and Skills Act 2008 
In addition to the processing purposes set out above, in relation to the Local Authority’s statutory duty “to 
encourage, enable or assist young people’s participation in education or training”, the College is legally 
required to pass on certain personal information on request.  The Local Authority has a key role in 
ensuring that all 16-17 year olds are made aware that they should be offered a place in post-16 
education or training, to work with partners to shape education and training provision to meet young 
people’s needs and to collect and record the offers made to young people to help target resources on 
those who have still to find a suitable place. This information includes the name and address of the 
applicant/student and his/her next of kin, as well as the date of birth of the applicant/student and any 
further information relevant to the service (Section 72 of the Education and Skills Act 2008).  However 
parents, or the applicants/students themselves if aged 16 or over, can ask that no information beyond 
name and address (for applicant/student and parent) and date of birth of the applicant/student be passed 
on to the Local Authority in relation to this service.  If as a parent, or as an applicant/student aged 16 or 
over, you wish to opt-out and do not want the Local Authority to receive from the College information 
beyond name and address and date of birth, then please contact the Risk & Compliance Team Leader 
(Health & Safety and Information Compliance) (see contact information below).   
 

Learner Records Services 
Some of the information you supply will be used by the Skills Funding Agency to fulfill its statutory 
functions, issue/verify your Unique Learner Number (ULN) and update/check your Personal Learning 
Record.  The Skills Funding Agency may share your ULN and Personal Learning Record with other 
education related organisations, such as your careers service, school, college, university, Government 
Departments and public bodies responsible for funding your education.  Further details of how your 
information is processed and shared can be found at:  
 

https://www.gov.uk/government/publications/sfa-privacy-notice 
https://www.gov.uk/government/publications/learning-records-service-the-plr-for-learners-and-parents 
 

Reference Requests received from Prospective Employers 
Information provided to prospective employers on receipt of a reference request by the College, will be 
limited to: 
Name, Address, Course Name, Course start date and the date on which the Course finished or is due to 
finish. 
 

CCTV 
CCTV cameras are placed at various locations on the College campuses (Ipswich Road, Norfolk House 
and St Andrews House).  CCTV is used for the safety and security of students, staff and visitors to the 
sites and for the prevention and investigation of crime. 
 

Marketing Activity 
We occasionally send by post or email, information promoting the College as an education provider 
including invitations to attend Open Day/Evening events.  We also gather information as part of the 
registration process to attend an open day/evening and/or from those attending such events.  We use 
this information to request feedback on the event and assess demand for places at the College.  
Everyone contacted for these purposes has the opportunity to refuse any further contact and to 
unsubscribe from such communications at any time. 
 

https://www.gov.uk/government/publications/sfa-privacy-notice
https://www.gov.uk/government/publications/learning-records-service-the-plr-for-learners-and-parents
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Use of Personal Images 
The following applies to students, parents/carers, and visitors. 
 

We will take, store, use and disclose photographs, video and other images for educational activities and 
monitoring access to the site and identification purposes, and promoting the College in the community, 
publicising events, and celebrating success and achievement. 
 

We may use a contractor or volunteer to take the personal images under a written agreement governing 
the use and storage of the images.  We may invite the Press to attend certain events on our premises.  
We will include in the advance details of the event if the Press will be in attendance. 
Our enrolment form provides the opportunity for students to consent to the use of images for certain 
purposes.  We may also seek consent to make and use personal images in particular circumstances. 
 

If you do not wish your personal image/photograph to be used for any one of the purpose above, you 
have the opportunity to notify us.  These wishes will be respected and appropriate measures put in place, 
unless the processing is required in relation to safety and security, or course assessment or we are 
required by law to use/disclose an image/photograph e.g. a court order, or where use of a personal 
image is necessary for the prevention and detection of crime or the apprehension and prosecution of 
offenders. 
 

Your rights under the Data Protection Act 1998 
 

You can make a request to be given a copy of your personal data, called a Subject Access Request.   
 

If you wish to access the personal data held on you by the College or any of the third parties above, 
please send a written request to the Risk & Compliance Team Leader at the College (see contact 
information below).  You may be asked to provide information to prove your identity and there is a fee of 
£10.  The fee can be waived in certain circumstances. 
 

We want to make sure that your personal information is accurate and up to date:   
If there are any changes to your personal details, such as a change of address, please let us know as 
soon as possible so we can update your record.  We may contact you and ask you to confirm your details 
are correct. 
 

You may ask us to correct or remove information you think is inaccurate.   
We will assess your request and make a decision whether the information should be corrected or 
removed.  We will advise you if we consider the information should not be changed and we will note on 
the record that you have challenged the accuracy of the information. 
 

You can decline to be contacted by the College for marketing purposes. 
 

You also have the right to object, in whole or in part on legitimate grounds, to processing that is likely to 
cause or is causing damage or distress 
 

Should you wish to exercise any of the above rights you will need to do so in writing.  You can contact 
the Information Compliance & Policies Officer (Tel 01603 773421; email 
Data_Protection@ccn.ac.uk  
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